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JOB DESCRIPTION

Kendal College is committed to safeguarding and promoting the welfare of children, young adults and vulnerable adults and expects all staff to share in this commitment

Job Profile

Job Title:

1st Line IT Network Technician Apprentice



Responsible to:
IT Network Manager
Responsible for:
N/A

Liaison with:

College staff and learners


Contract:

Apprentice
Summary of Responsibilities
The 1st Line IT Network Technician Apprentice is the first point of contact for routine IT support enquiries. Working under the guidance of experienced colleagues, the postholder will log, assess, troubleshoot and resolve common incidents and service requests, while escalating more complex or higher-risk issues through the agreed support process.

The role combines structured apprenticeship learning with practical experience across user support, endpoint devices, Microsoft 365, basic network connectivity, account administration, cyber security, asset management and technical documentation. The postholder will provide a professional, inclusive and customer-focused service to learners and staff while developing the knowledge, skills and behaviors required for a career in IT support.
Principal Duties

Service desk and first-line support

· Act as a professional first point of contact for IT incidents and service requests received in person, by telephone, email or by the support ticket system.
· Log, categorise, prioritise and update support tickets accurately, recording symptoms, diagnostic steps, actions taken and the final resolution.

· Use approved troubleshooting methods and knowledge resources to resolve routine hardware, software, account, printing, audio-visual and connectivity issues.
· Take ownership of assigned requests, keep users informed of progress and confirm that service has been restored before closure.
· Escalate incidents promptly when they exceed first-line scope, present a security or safeguarding risk, affect multiple users, or require elevated access or specialist investigation.

Endpoint, software and classroom technology

· Assist with the preparation, installation, configuration, testing, deployment and collection of desktops, laptops, tablets, mobile devices, printers and peripherals.
· Support Windows, macOS, Microsoft 365 applications and other approved College software, including routine installation, updates and basic fault diagnosis.
· Carry out basic component replacement, equipment checks and preventative maintenance.
· Provide first-line support for classroom, meeting-room and audio-visual technology, escalating faults where necessary.
· Follow approved processes for equipment redeployment, secure data handling and disposal.

Accounts, access and cyber security

· Assist with user account creation, password resets and access requests in line with identity and access management procedures.
· Apply the principle of least privilege and never bypass security controls or share privileged credentials.
· Recognise and report suspected phishing, malware, data protection incidents, safeguarding concerns and other security events immediately.
· Handle personal and confidential information securely and comply with college policies, UK GDPR and data protection requirements.

Network and connectivity support

· Undertake basic wired and wireless connectivity checks, including cables, ports, network settings and approved diagnostic tests.
· Assist with patching, equipment installation, cabinet or comms-room tasks and network documentation.
· Escalate switch, firewall, server, wireless infrastructure or wider service issues to the appropriate technical colleague.

Asset management, documentation and continuous improvement
· Maintain accurate asset, stock, loan and configuration records within the ITSM software.
· Create and update clear knowledge articles, user guides, checklists and technical notes.
· Identify recurring issues and suggest improvements to self-service guidance, processes and the user experience.
· Support planned IT projects, upgrades, installations, migrations and college events at a level appropriate to the apprenticeship.
· Complete apprenticeship learning, off-the-job training, coursework and assessments within agreed timescales, and apply learning in the workplace.
	General Duties
· To adopt and work within College policies and procedures and help identify, minimise and eliminate any health and safety issues.
· Attend relevant staff development (internally and externally) and apply the knowledge in the workplace
· Always ensure a high level of customer care.
· Participate in Performance Management and Professional Development activities as required.
· Be actively involved in the organisation’s continuous improvement culture.
· Value diversity and promote equal opportunities.
· Participate in cross College events and other marketing activities.
· Work within Health & Safety guidelines and be aware of your responsibilities for health and safety.
· Adhere to College policies and procedures.
· Carry out any other duties commensurate with the post.


The details contained in this job description reflect the content of the job at the date the job description was prepared.  However, over time, the nature of individual jobs inevitably change; existing duties may be lost and other duties gained without changing the general character of the duties or the level of responsibility entailed.  Consequently, the College will expect to revise this job description from time to time and will consult with the job holder in so doing.

PERSON SPECIFICATION

POST: 1st Line IT Network Technician Apprentice
	As a college employee you will be expected to embrace College values and implement College policies and procedures by: -
· Seeing learners as our priority

· Embracing equal opportunities and respecting diversity

· Working co-operatively with colleagues

· Respecting and valuing the work of all our stakeholders

· Striving for continuous improvement

· Adhering to College policies and procedures

· Promoting the welfare of children, young people and vulnerable children


	ATTRIBUTES
	ESSENTIAL
	DESIRABLE

	Qualifications
	· 5 GCSEs or equivalent at A*-C (including Maths and English)
	· Relevant IT, digital or customer-service qualification; evidence of self-directed technical learning.

	Experience
	· Experience of helping others, working as part of a team, or delivering customer service. This may have been gained through education, employment, volunteering, personal projects or work experience.
	· Experience of troubleshooting computers, devices, software or home/school networks; experience of a service desk or ticketing system

	Knowledge and Skills
	· A genuine interest in IT support and a willingness to learn; basic familiarity with Windows and Microsoft 365; logical approach to diagnosing straightforward problems; ability to follow technical instructions safely and accurately.
· Clear written and verbal communication; ability to listen, ask appropriate questions and explain technical steps in plain language; calm, patient and professional approach with staff and learners at all levels.
· Ability to priorities tasks with guidance, keep accurate records, manage time effectively and recognize when to escalate; attention to detail and commitment to completing work.
· Reliable, punctual and willing to learn from feedback; able to work cooperatively and take responsibility for own development; commitment to equality, diversity, inclusion, safeguarding and health and safety.
	· Awareness of incident, request, priority and escalation concepts within an IT service environment.
· Awareness of Active Directory or Microsoft Entra ID, networking concepts, cyber security, device deployment, printers, audio-visual equipment or remote-support tools.
· Interest in progressing within IT support, networking, infrastructure or cyber security.


Essential requirements are those without application will not normally be considered for appointment[image: image2.png]


































































